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Asymmetric Routing FortiGate HA- 5

canzASymmetric Routing 5.1
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Active/Active ,» FortiGate HA ,us,5.4
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FortiGate
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Failure fJxi § Orphan Port ->1,b.6
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I, Root Cause g cusls  cw yiws Olygas a0 oylg5 oo lzed STP L 65,5 GVLAN ;o sl lo; jo sl dgs]

D)5 sy P8
Cowl ol oy yige Ygore MGMLO + VRF 1,2 7.2

3,5 51,3 VRF management ;s 5 ous ~I,b Out-of-Band <. pas sl 61 mgmt0 .. 20! Nexus .,
Peer- w aily oo poe (o yiwd 09 oo el (g5lulax e 9 <l la> Data Plane front-panel ;| s ol 0yl
al gl Sl mgmt0 Production 1L s JJs fpeed 40 .08 STP L 6 0,5 sWVLAN Link

OOB Jg w33 SSH ouis VPC slaNeXus a aalgs sl ,517.3
S o0 yS 30 4z wibld

yue ook sVLAN/Interface ;i L Data asis oylos 5l (2o pow e o 3L IN-Band lNexus 4, SSH 3
S e 4 5ks o ytien a5 Sloy o lds ceul Sew wed IS l>o FOrtiGate policy L, vPC state STP .y jos
B9y cawd 3l SSH o

S8, b NEXUS g0 4o 51 Reachability aS g iy, aly g9, L SVI 9y s e oyl S vPC oot o ipgo

055 5L (e LUyl 93,55 %00 VRF L s 5l sl (g s

route AAA .Control Plane Policing ACL wb Les .04 oo podummn 15 Copie Cuinl wils OOB 31 (agu
s 4 o SSH NEXUS & g0 opl i 0 0uS b 3o |, bUser VLAN ;1 gs5lulas 4 Jlas! leaking

et (Sl (el Hlate 51aS 00l 0 segee (Sldee yiws I g s BB ung s

Page | 25



FortiGate HA over Nexus vPC Ver.1.1

cils SSH In-Band g5 oo 4igS> 7.4

oy g1y 3o VRF G a5 el cpl g, oo e NEXUS VPC jo Jg ol 0925 g, 2> SSH IN-Band 1,
ACL Route s VRF 15,5 13 VRF (T jo colaxs! SVI L 3 a¥ s sl SO g 090 axsle IN-Band
501y ol b dwy (o pawe solis 4 RoUte Leaking b 51 sl b asb awsls 1, sss> AAA 4 Syslog NTP

3,5y )5 sLVLAN Js ;o9 0,5 00 VRF

Cuiee i FOrtiGate g, )5 slVLAN (1, SVI g el 2 gy sl L2-0N1Y g L ol o NEXUS g g )3
ool NEXUS 095 a5 oy (5 asd a5 5,5 iy o5 38Tz i oo VLAN/TIaNSIt s ()lgs oo o 590 095 o0
sgame aiay FOrtiGate policy g ACL L b g ol awsls )5 Gateway ias wls VLAN ;T cdls ol jo 09

S0 3 Y oad S Hpan SO LE0g S pie sl Lol col L2 Sl )5 g 2o 5 NEXUS S Ol g
&S ygue Peer-Link 3l wsls e pow 1y> 7.5

(SiloplBan S slacdls Joo o] Lol (i g conl oais > VPC giae g0 oo J3lo Sialen ol Peer-Link
Ca e gole pune Hlgicas Wl Sad ol .l Lasuie bls o Data Plane g0 slog bw 5 (ols slaps 3 S5
P aS S plea ol Gley j0 098 so el Peer-Link S (Suly 4595 2 |y e a8 S L o In-Band

Dgd Jites 5 Leds Sldes o yiwd il VPC il

WS gee PeEr-LINK ;i aculy=l aNEXUS 51 S 0 cydun; sl a5 098 1,k slaisSa Syslog L SNMP SSH 3
e MAC instability L, .aVPC -,z suspend dual-active suspicion Peer-Link failure .l _laslas, o
a4 labasd o w1y ] SUylas Lo Shdos Hlato 3 Camsg oyl g oo olezel BB e lojed b Co o

Ay Cawd Sl 0e3  pae s Conl e Sldas p el 3180 ) aiels

g plo m SErVice transit path <G « asb dependency sink < sl Peer-Link (g loxe Jlais |
ol el Al e iy Peer-Link « Wly (Gl s gy Dlad dz 2 aigd dnly Peer-Link a, o> sl gl Wl
D9i 00 Joos Management 4 Control Data ;s 4Vaix ol 6 4 VPC s sgame JSie SO 5 S

Peer-Link 3l cu yow youe srooly7.5.1

YL Failure o o o oo yiws adad Peer-4; aiuwly e 3ISSH
Link
Y Gol> oyloy sl SY 18 0w Peer-Link ywe 3ISyslog
YU b Lawgie A os e b ke cunsgNMS Peer-4; aiwslsSNMP Polling
Link

Page | 26



FortiGate HA over Nexus vPC Ver.1.1

VPC sNexus g, IN-Band cu yuw lp goleesion >0 7.6

D9 gwdige B 5l g 0l ]S O yg0a Wb >k i SSH eus VPC slaNexXus 4 OOB ygus salgsy (pesl 31
U"‘ S yo J:>o|) b}MSSH uibéf)lsjmum)‘jbw M‘;.\B’SVI BLNES D) IP & iﬂ,od:wu;‘m&o‘)
Dgi iy VRF les jo Las IN-Band v iws 5 055 sbxl 130 Management VRF G a5 el

Jump NMS o) s 50 855 olaxsl VRF o 50 SVIL 3 &Y Interface G NeXUs ja «Jow ol 5o
ACL 5,b 5 5 aib la> lUser VLAN 1 b VRF 1052 o5 VRF e 4, 0L 55 Bastion Host L Server
S|, Syslog s NTP SNMP SSH ojl>! jlxe slalus 51 Lais Firewall Policy s CoPP

G 5 1, LNeXUs jogass opoe VLAN g o ol WVLAN Lol Gateway o L ool o FortiGate s
Policy 4 ,. FortiGate .cJi> 1 ,o .ols 1,3 FortiGate s, 1, VLAN L Gateway , s,5 il 5 FortiGate
saSession 4 wle Jlab 55 Jlg s FAIlOVEr flej jo oo poe (owyiws a5 858 B8 Wb Ll S oo J705 1) Co pae

sl ot B JBlas b wgis alas HA Transition sl s o poe

In-Band e ‘Sjl.woolﬁ ,__ngdu’u“)’f 7.6.1

NeXus s, L3 axe;ls o lasbewl g ool + SVI ¢ ,osVLAN I3 VRF j5 o6 pueSVI
Management | ,; Nexusss,
S L3 S aiejls S B g 3 el Interface no yoRouted Interface
switchport I;20VRF
Route Design au;Ls Slp o 6 b iy y5ile 6l conlio VRF + ,sLoopback
G5 b g oo Transit;IReachability
Vb Sllee 5 (sl S ool (53luosly oollasb J5 & P A VRE 5l estic

3,5 Wl 4z wbbmgmt0 g, Peer-Keepalive pusless ,517.7

Data Plane ;| b & jgow ) ol sdianos 9 ml, Luw Peer-Keepalive |, mgmt0 ;i oslico! Nexus s
<, Keepalive g1y a5 el opl jome J>oly s MOME0 o, 1, Peer-Keepalive aalgo bas 51 Ll el lo>
S ol 3 Y Front-Panel slaInterface ;| S, s, 1320 VRF

Gl b ncs oolaal BB Lo o 4 Lo goylew ,o MOMIEO L ccancs [Las! ;0 OOB a5 5)ls 0,8 Sy >k ol

Nexus reachability go o s el o> b 5 wib la> sole Management 4 Data ;1 Keepalive .. a5 sgs cds

b asls

Page | 27



FortiGate HA over Nexus vPC Ver.1.1
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(SO 9RO (S Sy Aigod
vrf context VRF-PKA

interface Etherneti/16

no switchport

vrf member VRF-PKA
ip address 16.255.255.1/38@

no shutdown

:p9> NEXUS (59,

vrf context VRF-PKA

interface Etherneti/18
no switchport
vrf member VRF-PKA
ip address 16.255.255_2/38

no shutdown

vPC domain ,s e
vpc domain 18

peer-keepalive destination 18.255.255.2 source 18.255.255.1 vrf VRF-PKA

pc domaln 18

peer-keepalive destination 18.255.255.1 source 18.255.255.2 vrf VRF-PKA

S gy 5l Jitns o PEEI-LINK 51 Jies Tadly 550 S aSST b8 4y e e SalS )b ks 51 Jow o]
Syntax Ll ;| a> 31 wes jee Data b S e VLAN 5 J51s 511, Keepalive (pes Lus 51.0sb 60,8
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Keepalive sl Front-Panel VRF L mgmt0 wyls 7.10

olaisFront-Panel + VRF | mgmtO + management VRF

Y b Lawgio My Loy Data Plane ;| JStiw!

3,ls 3 las .ol Fabric & SKiwly
conlie jLons Sgae IS Lab !y cuwlio
Cawys b b Jaud b bl oy e Production gl cwwbe
i S S Sged S

Keepalive VRF ¢ Management VRF ;! -yl ;e soliw! 7.11

In-Band <y oo sl VRF &, o
Peer-Keepalive s, a5lo> VRF S

i ahad Keepalive 515 sl Jiiws olses Keepalive was &, co pos e 50 JSie ;51 098 0 el SUSE ()
ool e Sl s sl alS g shoae 6l silelas ol o ls JSiie 5 Cu e e a5 w5 e ol 4 Lol

VRF (ol Jour7.11.1

Best Practice ‘ >k s Interface VRF ‘ by
e aolio 5l Lass 5l pae gjlulos Routed PortLSVI VRF-MGMT- SSH / SNMP /

Band
Nexusgs o lass Peer-Link ;| JSac.! Routed Front- VRF-PKA Peer-Keepalive

Mgmt, Panel Link

3 g, bl Golb o i mgmt0 management 0ooB

Production ysManagement
S S
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8. Configuration Cheat Sheet

VPC asly ooyt 8.1

VPC ;L b feature vpc feature ;Lo Jles
VPCuaisls iy a5 vpc domain 10 vPC domain
S o glgl s role priority 1000 role priority

Peercadln asuis peer-keepalive destination x peer-keepalive
source y vrf VRF-PKA
VPC sl> i Port-¢q,vpc peer-link peer-link
Channel

Peer-Gateway ¢ Peer-Switch <lediss 8.2

O
STPs,55L peer-switch Peer-Switch
Gateway- sloe MAC s (553 peer-gateway Peer-Gateway
style

Orphan Protection < ledass 8.3

Failure;l . oas s objb auto-recovery Auto Recovery
Blackhole;l s ,.5 51> Policy, ~I,b Orphan Port Consideration
WLl g oo CaBg3 VPC 5 L a0 aaly Suspend Behavior
consistency
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STP wloyliis 8.4

Sup 9w A god NN
Roote s spanning-tree vlan X priority Root Primary
Edgecdasle. spanning-tree bpduguard BPDU Guard
enable
Root hijack;! s ,.55l> spanning-tree guard root Root Guard
BPDU ;I s LOOP ;I s 5ol spanning-tree guard loop Loop Guard
loss
gt S o] network-type slacsid sy, Bridge Assurance

o 3w VRF oloniss 8.5

WA
Ca e (5 lulas vrf context VRF-MGMT- VRF s Ls
INBAND
SSH/SNMP/NTP interface vlan XXX+ vrf &'ﬁ'MSV|
member
5003 3 Y e no switchport +vrf <% pseRouted Port
member
< pasReachability ip route vrf VRF-MGMT- Static Route
INBAND ...

‘5)‘&542.049‘5“))).3 Q‘)w08.6

B} ‘ s
show vpc VPClunsy
show vpc role/ show vpc peer- KeepalivesRole
keepalive
show vpc peer-link Peer-Link
show mac address-table MAC Table
show spanning-tree STP Root/Ports
show vrf [ show ip interface brief vrf VRF Interface
all
show ip route vrf VRF-PKA VRF ,sRoute
show ssh SSH Status
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9. Validation Checklist

Check Item |
vPC domain up

Peer-Link healthy

Peer-Keepalive via
VRF-PKA
Peer-Switch enabled

Peer-Gateway
enabled
STP Root on vPC
pair
Access uplinks
forwarding
Orphan ports
identified

Management VRF
reachable
SSH to both Nexuses
FortiGate HA healthy

MAUC relearn after
failover
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Command
show vpc

show vpc peer-link

show vpc peer-
keepalive

show vpc / running-

config

running-config / show

vpc

show spanning-tree
root

show spanning-tree
root

show interface
status + topology
review
ping vrf VRF-

MGMT-INBAND ...

ssh from jump host
FortiGate HA status

show mac address-
table

Expected Result
Peer adjacency
formed
Up, consistency
success
Alive, reachable

Enabled
Enabled
Root = Nexus pair
design target
Correct forwarding
state
Properly documented
Success
Success and stable
Primary/Secondary

expected
Stable relearn

Ver.1.1

Status
Failed:[J
Successful:d
Failed:[J
Successful:[d
Failed:[J
Successful:d
Failed:[J
Successful:d
Failed:[J
Successful:[]
Failed:[J
Successful:[]
Failed:[J
Successful:[]
Failed:[J
Successful:[]

Failed:[J
Successful:[]
Failed:[J
Successful:[]
Failed:[J
Successful:[]
Failed:[J
Successful:[]
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10. Failover Test Matrix

Scenario
Peer-Link failure

Peer-Keepalive
failure only

Primary Nexus reload

Secondary Nexus
reload
FortiGate failover

Access main switch
failure
Orphan switch uplink
failure
DSTR Nexus Failure

STP inconsistency
simulation
SSH via In-Band
failure path
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Action
Shutdown Peer-Link
Port-Channel

Cutoff VRF-PKA
link

Reload NX-Primary

Reload NX-
Secondary
Force HA failover

Shutdown Access or
its uplink
Shutdown orphan
uplink
Reload NX-DSTR-
PRIMARY
Inject BPDU
anomaly
Cutoff Management
Vlan/Route

Expected Behavior |

VvPC protective
action, orphan
behavior per design
Data remains up,
alarm/visibility
needed
Secondary carries
service, VPC recovers
after return
Primary continues
service
Gateway MAC/ARP
updates, short
disruption only
Only that access
domain impacted
Complete isolation of
orphan switch
Access behind it
disconnected
Guard feature triggers
as designed
OOB absent ->
management impact
observable

Ver.1.1

Result
Failed:[]
Successful:0

Failed:[
Successful:

Failed:[]
Successful:0

Failed:[J
Successful:[d
Failed:[J
Successful:[]

Failed:[J
Successful:[d
Failed:[J
Successful:[]
Failed:[J
Successful:[d
Failed:[J
Successful:[]
Failed:[J
Successful:[]
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11. Design Best Practices
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1. Design and Configuration Guide: Best Practices for Virtual Port Channels (vPC) on Cisco Nexus

Series Switches
2. Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide — Configuring vPCs

3. Understand and Configure Nexus 9000 vPC with Best Practices

Full Form Description

HA High Availability Network design approach that
ensures service continuity and
minimal downtime during
failures.

vPC Virtual Port Channel Cisco technology that allows
links connected to two

different Nexus switches to
appear as a single logical
port-channel.

STP Spanning Tree Protocol Layer-2 protocol used to
prevent switching loops by
creating a loop-free logical

topology.
VRF Virtual Routing and Technology that allows
Forwarding multiple independent routing
tables to coexist on the same
device.
MAC Media Access Control Hardware address used to

uniquely identify a network
interface at Layer 2.

ARP Address Resolution Protocol Protocol used to map an IP
address to its corresponding

MAC address.
BPDU Bridge Protocol Data Unit STP control frame used to

exchange topology
information between
switches.
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SSH

0o0OB

LACP

TCN

SYN

SYN/ACK

SVI

ACL

AAA

NTP
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Secure Shell

Out-of-Band Management

Link Aggregation Control
Protocol

Topology Change
Notification

Synchronize

Synchronize /
Acknowledgment

Switched Virtual Interface

Access Control List

Authentication Authorization

Accounting

Network Time Protocol

Ver.1.1

Cryptographic protocol used
for secure remote device
management.

Dedicated management
network used to access
devices independently from
production traffic.

IEEE protocol used to
dynamically create and
manage port-channels.

STP message indicating a
change in the Layer-2
topology.

TCP flag used to initiate a
TCP connection.

TCP response used in the
second step of the three-way

handshake.

Logical Layer-3 interface
associated with a VLAN.

Set of rules used to filter
network traffic.

Security framework
controlling device access and
logging activities.
Protocol used to synchronize
clocks across network
devices.
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